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MWHUCTEPCTBO OGPA30BAHUSA U HAYKU POCCUNCKOWN ®EOEPALIUN

OENAPTAMEHT rOCYOQAPCTBEHHOW NONUTUKU B COEPE
OBLLEIr0 O6PA30BAHMA

NMUCbMO
oT 14 mas 2018 r. N 08-1184

O HANPABNEHUU UHOOPMALIUN

[enapTtaMeHT rocygapcTBeHHOM Nonutukn B cchepe obuiero obpasosaHus MuHobpHayku Poccun
HanpaensieT ons cBedeHus paspaboTaHHble BpemeHHon komuccueir Coseta Pepepaumm no passuTUIo
MHGOPMaLMOHHOro obLiecTBa METOAUYECKME peKoMeHZauuM O pasMeLLeHUM Ha WHAOPMAaLMOHHBLIX
cTeHAax, opuumanbHbIX MHTEPHET-canTax 1 ApYrmx MHpOpMaUNOoHHbIX pecypcax obLeobpasoBaTenbHbIX
opraHu3aumMii M OpraHoB, OCYLLECTBNSOWMNX YyrpaBrneHne B cdepe obpasoBaHus, MHdopmMauum o
6e3onacHoOM NoBeaeHUN 1 UCMONb30BaHUKN ceT "VIHTepHeT".

OvpekTop [denaptameHTa
A.E.NETPOB

MpunoxeHue

METOANYECKUE PEKOMEHOALUMU
O PASMELLEHUU HA UHOOPMALIMOHHBLIX CTEHOAX, OPULIMATIbHBIX
WHTEPHET-CAATAX U APYIUX UH®OPMALIMOHHBIX PECYPCAX
OBLLEOBPA30BATENbHbLIX OPFAHU3ALIUA U OPTAHOB, OCYLLEECTBNSAIOLLINX
YNPABNEHWE B COEPE O6PA3OBAHUA, UHOOPMALIMX O BE3OMACHOM
NOBEAEHUN U UCNONb30OBAHUU CETU "MHTEPHET"

Okcneptamm  un  uneHamu BpemeHHom kommccmm Coseta Pepepaumm  no  pasBUTUIO
MHpopmaumnoHHoro obliecTBa B paMKax BbIMOMHEHUA pPEKOMEeHOaUMA MNapramMeHTCKUX CIyLlaHun
"AKTyanbHble Borpocbl obecnedyeHuss 6e30macHOCTM UK pas3BUTUS  geTern B MHOPMaLUOHHOM
npocTpaHcTBe", kotopble npownu B Coete Pepepauum 17 anpens 2017 r., Gbinn paspaboTaHbl
MeToaNYECKME PEKOMEHAALMN O pasMeLLeHUN Ha MHAOPMALIMOHHbBIX CTeHAax, ouLManbHbIX UHTEPHET-
caWtax M Opyrmx WHEMOOPMAaLUMOHHbIX pecypcax obLieobpasoBaTenbHbIX OpraHM3auum K OpraHos,
OCYLLECTBNALWWMX yrpaBneHne B cdepe obpasoBaHus, uHGopMaumm O 6Ge3onacHOM MoBeAeHUN U
ncnonb3oBaHun cetn "MIHTepHeT" (Qanee - MeToan4eckne pekomeHgaumm).

MeTogouyeckme pekomeHZauuM  HanpaeneHbl Ha  KA4YeCTBEHHOE  MOBbIWEHWE  YPOBHS
WMHOPMAaLIMOHHON OesaTenbHOCTU 06Leobpa3oBaTenbHbIX OpraHn3auui U OpraHoB, OCYLLECTBSOLLMX
ynpaeneHue B ccepe obpas3oBaHusi, B HacTU MHPOPMUPOBAHUS YYaLLUXCH, UX pOaUTENEN (3aKOHHbIX
npeacTaBuTenen) W negarormyeckmx paboTHUMKOB 0O OCHOBHbIX —acnekTtax WMHopMauMOHHOM
©e30onacHoCTMH.

MeToandeckne pekomeHgauuM MNo3BonAT obleobpasoBaTenbHbIM OpraHM3auusM U opraHam,
OCYLLIECTBNAIOWNM yrpaBrieHne B cdepe 00pa3oBaHusl, akTyanusupoBaTb YK€ WCMoNb3yeMble U
pa3MelLeHHble MHOPMaUMOHHbIE MaTepuarnbl, Tak U NOArOTOBUTb UX B Cly4Yae UX OTCYTCTBUS C Y4ETOM
NYYLWWX NPaKTUK U peKoMEeHaaUm.

B pamkax meToamnyecknx pekoMeHaaumnn paccMaTpuBaroTCa cnegyowme UHCTPYMEHTbI:

1. MHPOPMALIMOHHbIE CTEHAbI;

2. ouumanbHble UHTEPHET-PECYPChl;

3. cpecTBa MaccoBoW MHbopMauum (LLKOSMbHbIE ra3eThl, Negarormyeckne u3gaHms n apyrue).
MHdopMaLMOHHbIe CTeHAbl

Ha nHdopmaLmMoHHBIX cTeHaax B 06Leobpa3oBaTenbHbIX OpraHn3aLmnsx, pacnornoXeHHbIX B doiie
yypexaeHun M B KabWHeTax, OCHALLEHHbIX MepcoHanbHbIMM YCTPOMCTBaMU ONS Bbixoda B CETb
"MHTepHeT", pekoMeHayeTcsl pasMecTUTb MHOPMAaLMOHHbIE NaMSATKM, CoepKallye OCHOBHbIE COBETbI MO
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obecneyeHnto MHpopMaLNOHHOM 6e30MacHOCTU yYaLLMXCS.

B NPUNOXeHUn N 1 k meTogmyeckum pekoMeHaaunamMm npencrtaBieH o6pa3eu, namMAaTkn And
pasmelleHna Ha VIH(bOpMaLI,VIOHHbIX cTeHaax.

CpepcTtBa MaccoBow MHgopmauumn

B cpencrteax MaccoBoOu VIH(*)OpMaLI,VIVI, OPUEHTUPOBAHHBLIX Ha 06yqarou.|,14xc9|, pekomeHayeTca B
Te4vyeHune yqe6Horo roga perynapHo I'Iy6J'II/1KOBaTb I/IHq)OpMaLLMOHHbIe MaTepuanbl, MNOCBALLEHHbIe
OTAENbHbIM acnekTam MH(bOpMaLlMOHHOVI ©e30onacHoOCTH, a Takke pa3nnyHble NaMATKU obuwero XapakTtepa.

B cpencrteax MaccoBou VIH(bOpMaLI,VIVI, OpUEHTUpPOBaHHbLIX Ha negarorn4eckyro 00OLLECTBEHHOCTb,
pekoMmeHOyeTCd B Te4eHne KaneHgapHoro roga perynsapHo I'Iy6.I'II/1KOBaTb I/IHq.)OpMaLI,IAOHHbIe MaTtepuansbl,
nocedalleHHble OoTAerlbHbIM acnekram I/IHCt)OpMaLLI/lOHHOI;I ©e30nacHOCTU Kak HeCOBEpPLUEeHHONEeTHUX, TaK 1
06LIJ,806pa3OBaTeJ'IbeIX opraHmsauMﬁ, a TakKkKe pasfivHble NaMATKU, O630pbl HOpMaTMBHO-MPaBOBOIro
perynuposaHua haHHoMn Cd.)epbl n I/IHCbOpMaLLMPO O aKkTyalibHbIX MeponpuaTnax u cobbITUsAX B naHHoM

cchepe.

B xopme npoBepenunss EguHoro ypoka no 6GesonacHoctu B ceTu "MHTepHeT" pekomeHayeTtcs
obecneynTb BhIMyCK TEMATUYECKOro BbiNycka cpeacTsa MaccoBon MHdopmaumm Nnbo cepum nyonvkawmin,
cpeau KOTOpbIX pPacCMOTpPeTb OpraHU30oBaHHbIE MepPONpUATUS ANs 0bydalolmuxcs, WX popuTenen
(3aKOHHbIX NpeacTaBUTENEN) N Negarorn4eckon obLLeCcTBEHHOCTM.

OdmumanbHblie UHTepHeT-pecypchbl

O6weobpasoBaTenbHbIM OpraHU3aumaM pekoMeHayeTcsa Ha cBoux odumumnanbHbix WHTepHeT-
pecypcax obecneyntb YHKUMOHMPOBAHNE CaMOCTOATENBHOIO W CreLnanM3vpoBaHHOrO pasgaena
"MiHcbopmaumoHHaa 6e3onacHOCTb”, B pamMKax KOTOPOro npeaycMoOTpeTb pasMeLleHue crnegylowen
NHpopmauuu;

N Paspen/nogpasgen | dopmat npeacraBnenuns

maTepuanos

CogepxaHvne matepuanos

1. |JlokanbHble

HOpMaTMBHbIE aKTbl B
chepe obecneveHus
NMHopMaLMOHHON
©e3onacHocTu
obyuvatowmnxcs

Konunn gokymeHTOB B
¢opmate *PDF

PasmeLyatoTcs KONMM OKYMEHTOB, T.€.
CKaHUPOBaHHbI BapuaHT JOKyMEHTa,
COOTBETCTBYIOLLNIA TPeOOBaHNAM K
napameTpamM CKaHUPOBaHWSI.
PasmeLllatoTca OKYMEHTHI,
pernameHTUpyloLLne opraHu3aumio m
paboTy C nepcoHanbHbIMU AaHHbIMW,
nraHbl MeponpuaTUn No obecrneyeHnto
WMH(OpMaLMOHHOM Be3onacHOCTK
obyyvaromxcsa n gpyrue.

HopmaTumeHOe
perynuposaHue

Konnu ooKyMeHTOB B
¢opmate *PDF

MyGnunKytoTCs akTyarbHble CBEAEHUS O
heaeparnbHbIX Y perMoHarbHbIX 3aKoHax,
nucbmax OpraHoB BriacTu 1 apyrue
HOpPMaTMBHO-NPaBOBbIE LOKYMEHTHI,
pernameHTupytowme obecrnedeHne
WMHOpMaLMOHHOM Be30nacHOCTU
HecoBepLUeHHONeTHMX. JJonyckaeTcst
BMECTO KOMUIA pa3MeLLiaTb Mnepcchiiku Ha
COOTBETCTBYHOLLMNE JOKYMEHTbI HA canTax
OpraHoOB rocyapCTBEHHON BracTw.

Meparornyecknm
paboTHMKaMm

TekcT Ha cTpaHuue
canTta

Konuu fokymeHTOB B
dopmate *PDF

Pa3mellaloTcs MeToanyeckme
pekomMeHOauun 1 ykasbiBaeTcs
MHOPMaLA O MEPONPUATUSX, MPOEKTax
1 nporpaMmMax, HanpaBreHHbIX Ha
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noBbILLEeHe MHOPMALMOHHOM
rPaMoOTHOCTM NeJarormyecknx paboTHNKOB.

4. | Obyvarowmmes TekcT Ha cTpaHuue PasmelyaeTtcs MHpopMaunoHHas namsaTka
caunTa (npunoxexue N 2) n ykasbiBaeTcs
WHOPMaLNS O MePONPUATUSAX, MPOEKTaX
W NporpaMmmax, HanpasfneHHbIX Ha
noBbILLEeHVe UHHOPMaLMOHHOM
rpamMoTHOCTM 0ByYaloLLUXCS.

5. Poautenam (3akOHHbIM | TEKCT Ha cTpaHuue Pasmellaetca nHdpopmMaLMoHHasa namsitka
npeacTaBUTensam) caunTa (npunoxexue N 3).
obyvatomxcs

6. |[eTckne 6esonacHble | TeKCT Ha CTpaHuue Pasmellaetca nHgopmanms o
CaunTbl canTa peKOMeHAYyEeMbIX K UCNOSb30BaHMIO B

y4ebHOM npouecce H6e3onacHbix canTax,
©aHHepbl 6e30nacHLIX EeTCKMX CaliToB.

OpraHam, ocyliecTBNaAKLWMM ynpaBneHne B cdepe oOpas3oBaHMs, PEKOMEHOYETCS Ha CBOWUX
odmumanbHbix  MHTepHeT-pecypcax  obecneuntb  (QYHKLUMOHMPOBAHME  CAMOCTOATESNIbHOIO U
crneynanunsmpoBaHHoro pasgena "MiHgpopmaunoHHas 6e3onacHoCTb", B paMkax KOTOPOro npeaycMoTpeTb
pasmeLlleHne cnegyrowen nHpopMmaumm:

Mpunoxexne N 1

MAMATKA )
ANsl OBYYAIOLUMXCS OB UHOOPMALIMOHHOW BE30MACHOCTY IETEM

HENb3A

1. Bcem nogpsag coobLiatb CBOK YacTHYO MHOpMaumMio (Hactosiwme nmsd, damunuio, TenedoH,
afpec, HOMep LUKOMbI, a Takke doTorpacmm CcBOU, CBOEN CEMbU N ApY3eN);

2. OTkpbIBaTb BIIOXEHHbIE (halrbl S1EKTPOHHOM NOYThI, KOr4a He 3Haellb OTrnpaBuUTens;
3. MpybuTb, npuanpaThCsl, oKasbliBaTb AaBNEHUE - BECTU cebs1 HEBEXXITMBO U arpeCcCUBHO;

4. He pacnopsikanca geHbramm TBOeW ceMbl 6e3 paspelleHusi CTapluMx - BCerga cnpaluvBan
poauTenen;

5. He BcTtpevanca ¢ MHTepHET-3HaKoMbIMU B peanbHOW XW3HU - NMOCOBETYNCA CO B3POCIbIM,
KOTOpOMY JOBepseLlb.

OCTOPOXHO

1. He Bce nuwyTt npaeay. Yutaewb o cebe Henpaeay B VIHTepHeTe - coobwu o6 3ToM CBOUM
POAMTENAM UMK ONEKyHaM;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 06OMEHMBATLCH - NPOBEPb, HET N NOABOXA;
3. HesakoHHOe konupoBaHue annos B MIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBai B3poCrbiM O Npobriemax B CETU - OHU BCerga noMoryT;

5. |/|CI'IOJ'Ib3yl7I HaCTpOVIKVI ©e3onacHoCcTu U1 NnpnBaTHOCTH, 4YTObObI He noTepATb CBOU aKKayHTbl B
couceTdax n apyrmx nopranax.
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MOXHO
1. YBaxan apyrux nonb3oBaTeneu;
2. Nonb3yelwbcsa MHTEPHET-UCTOYHUKOM - ieNai CCbINKY Ha Hero;
3. OTKpbIBalN TONbKO TE CChIIKU, B KOTOPbLIX YBEPEH;

4. O6waTbcs 3a MOMOLLbIO B3pOCIbIM - poauTenun, onekyHbl U agMUHUCTpaUUA canTtoB Bcerga
NOMOTYT;

5. MNpongu obyyeHune Ha canTte "CeTeBUYOK" 1 NOMy4Yun NacnopT LudgpoBoro rpaxaaHuHal

Mpunoxexue N 2

WH®OPMALIMOHHAS MAMSATKA
LNs OBYYAIOLLMUXCSA ANS PASMELLEHUS
HA O®ULIMANBHBIX MHTEPHET-PECYPCAX

C kaxabIM rogoM MOSIOOEXMN B MHTEPHETE CTaHOBUTHCA Oornblue, a WKOMbHUKA OOHU U3 CaMbIX
aKTUBHbIX Nonb3oBartenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOrO KONMYeCTBa BO3MOXHOCTEN, UHTEPHET
HeceT u npobnembl. ATa NnamMATKa AOMkKHa NOMoYb Tebe 6e3onacHO HaxoaNTLCSA B CETU.

KomnbloTepHbie BUPYChI

KoMnblOTEPHBIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMBIOTEPHBLIX MPOrpamMM, OTIMYUTENLHOWN
0COBEHHOCTLIO KOTOPOW SABNSAETCHA CNOCOOHOCTb K Pa3MHOXEHUIO. B gononHeHne K 3ToMy, BUPYCbl MOTYT
NnoBpeauTb WM MOMHOCTBIO YHUYTOXWUTbL BCE (paiinbl M AaHHbIE, NMOAKOHTPOSIbHbIE MONb30BATENO, OT
MMEHWN KOTOPOro Obina 3anylleHa 3apaeHHast NporpaMMa, a Takke NoBPeauTb UMK Aaxe YHUYTOXUTb
onepauuoHHy0 CUCTEMY CO BceMu pannamu B Lenom. B GonbLUMHCTBE CryyaeB pacrnpOCTpaHATCs
BMPYCbl YEPE3 UHTEPHET.

MeToabl 3almMTbl OT BPeAOHOCHbIX MPOrpamm:

1. Vicnonb3yn coBpeMeHHble onepaumoHHbIE CUCTEMbI, UMEIOLLIE CEPbE3HbIN YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX Mporpamm;

2. TlocTtosiHHO ycTaHaenuBan nadvyTu  (undppoBble  3annaTtku, KOTOpble  aBTOMaTUYECKU
YCTaHaBMNMBAKOTCS C Lenbio OopaboTkM nporpamMmbl) U gpyrme OOHOBIMEHUS CBOEW OnepauyOHHON
cuctembl. CkaumBam MX TOMbKO C odomumanbHoro cavita paspabortunka OC. Ecnu cywecTtByeT pexum
aBTOMAaTUYeCKOro OBGHOBIEHWS, BKIHOYM ErO;

3. PaboTtalh Ha cBOeM KOMMbOTEpPE Nog MpaBamMu Norb3oBaTesNs, a He agMUHUCTpaTopa. ATO He
Mo3BONUT OGOMbLUMHCTBY BPEOOHOCHBLIX MNPOrpaMM  WMHCTaNMpoBaTbCsd Ha TBOEM MepPCOHarbHOM
KOMMbIOTEPE;

4. Wcnonb3yn aHTUBUPYCHble MporpaMMHble MPOAYKTbl U3BECTHbIX Npou3BoguTenen, c
aBTOMaTU4YeCcKuM obHoBneHnem 6as;

5. OrpaHunyb hranyecknii OCTYN K KOMMNBIOTEPY A7151 MTOCTOPOHHUX JTNL;

6. Vicnonb3yi BHeLLHWe HocuTenu nHopMaLumm, Takme Kak drieLuka, AUCK unu dann ns MHTepHeTa,
TOJTbKO U3 MPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBan KOMNbIOTEPHbIE (Painbl, MOMYYEHHbIE U3 HEeHaAeXHbIX UCTOYHWKOB. Haxe Te
dhavinel, KOTOpbIE NMpuUcan TBOW 3HaKOMbIN. Jly4lle yTOYHM Y HEro, oTNpaBnsan nu oH Tebe mx.

Cetn WI-FI

Wi-Fi - 3TO He BuA nepedayn OaHHbIX, HE TEXHOMOrMS, a BCcero nuwb 6pena, mapka. Eue B 1991
rogy HuaepnaHackas KoMnanust 3apermctpuposana 6peHg "WECA", yto 0603Havano croBocoyeTaHue
"Wireless Fidelity", koTopbii nepeBoanTcs Kak "d0ecnpoBogHasi TOYHOCTL".



[o Hawero BpemeHu goluna gpyrasi abbpesnatypa, koTopas SABNSETCS TakoW XKe TEXHONMOrnen. Ato
abbpesunatypa "Wi-Fi". Takoe Ha3BaHuWe ObINO AaHO C HAMEKOM Ha CTaHOapT BbICLUEN 3BYKOBOW TEXHUKU
Hi-Fi, 4uto B nepeBoae o3Ha4aeT "BbICOKasi TOYHOCTL".

Oa, OecnnaTtHbIN MHTEPHEeT-A0CTYyNn B Kacbe, oTeENAX W ajpornoptax dABnAeTcsa OTNNYHOMN
BO3MOXHOCTbIO BbIXOA4a B UHTEPHET. Ho mHorune 9KCNepTbl CHNTAKOT, YTO 06|.|.|,e,u,00Tyng|e Wi-Fi cet He
aBnaTca 6e3onacHbIMK.

CoBeTbl No 6e3onacHocTy paboThl B 06LwenocTynHbix ceTsax Wi-fi:

1. He nepepnasain cBoto nuuHyto nHpopmaumio vyepes obenoctynHole Wi-Fi cetn. PaboTas B HuX,
XenartenbHo He BBOAWTL Naponuv AOCTyNa, OrvHbl U KakMe-To HoMepa;

2. Vicnonb3yi 1 06HOBNSA aHTUBMPYCHbIE NporpammMbl U GpaHamayep. Tem cambiM Tol 06e3onacuilb
cebsl OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonbsoBaHun Wi-Fi oTkntoumn pyHkumio "O6LWwmin gocTtyn k dpanam u npuHtepam”. aHHas
yHKUMA 3aKpbiTa MO YMOMYaHUIO, O4HAKO HEKOTOpble MONb3oBaTENM akTUBUPYIOT ee ansa ygobcrea
ncnonb3oBaHusa B pabote unu y4ebe;

4. He wvcnonb3yn ny6nuyHein WI-FI ans nepegaym nuyHbIX AaHHbIX, HAnpuMep ANsl Bbixoda B
coumanbHble CETU UNWU B ANEKTPOHHYO MOYTY;

5. Mcnonb3yi Tonbko 3awuiieHHoe coegmHenne Yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6G-
agpeca BBoAu umeHHo "https://";

6. B mobunbHom TenedoHe oTkntoun dyHkumo "MogknoveHne k Wi-Fi aBTomaTtuueckun". He
[Oonyckan aBTOMaTMYECKOro NoakntodeHns yctporctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

CoumanbHble CETU aKTMBHO BXOAAT B HaLUy XWU3Hb, MHOMME Ntoaun paboTatoT U KMBYT TaM NOCTOSIHHO,
a B Facebook yxe 3apeructpupoBaH Munnuapg YenoBeK, YTO SABMSAETCS OQHOW CEeObMOW BCEX XUTENeWn
nnaHetbl. MHorMe nonb3oBaTenyn He MOHWMAIOT, YTO UMHAOPMALNS, pasMeLLleHHass UMW B coumarnbHbIX
ceTax, MoxeT OblTb HamgeHa M MCNOoSfb30BaHa KEM YrogHoO, B TOM 4ucrie He obsasaTtenbHo ¢ Gnarvmun
HaMepeHUsIMU.

OcHOBHbIE COBETbI N0 6€30NMacCHOCTU B COLMAnbHbIX CETSIX:
1. OrpaHunyb cnmcok apysen. Y 1ebs B Apy3bsax HE AOIMKHO ObITh CryvarHbIX M HE3HAKOMbIX NAew;

2. 3awmian CBOK 4acCTHyK XMU3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, gaTy TBOEro
POXOEHMS U OPYIYI0 NINYHYIO MHpopMaLMO. 3MOYMBbILLIIEHHWUKM MOTYT UCMONb30BaTh Aaxe UHOopMaLmio
0 TOM, KakK Tbl M TBOM POAUTENM NNaHNpyeTe NPOBECTUN KaHWKYIbI;

3. 3awwmwan ceoto penyTauuio - 4epXun ee B YNCTOTE U 3afaBan cebe Bonpoc: xoTen Obl Tbl, YTOObI
Opyrve nonb3oBaTenu BMOENW, YTO Tbl 3arpyxaewb? [logyman, npexge 4Yem 4To-TO OnybrnmkoBaTth,
HanucaTb 1 3arpy3uThb;

4. Ecniu Tbl roBOpULLb C JNIOAbMM, KOTOPLIX HE 3HAellb, He UCTONb3Yi CBOE pearnbHoe NMS U ApYryto
FIMYHYI0 MHPOPMALIMK: UMSI, MECTO KUTEMbCTBA, MecTo y4ebbl 1 npoyee;

5. N3beran pasmeleHuna dotorpacduii B IHTepHeTe, rae Tbl M3obpakeH Ha MECTHOCTU, NO KOTOPOW
MOXHO ONPeAENnUTb TBOE MECTOMONOXEHNE;

6. Mpu perncTpauum B coumanbHOM ceTn HeobxoaMMO NCMONb30BaTh CIOXKHbIE NApOnn, COCToALMNE
13 OyKB 1 LUMAdP U C KONUYECTBOM 3HAKOB HE MeHee 8;

7. Onga coumanbHOM ceTU, NOYTbl U OAPYrMX CanWToB HeObHXOOMMO MCMONb30BaTb pasHble Naporu.
Torga ecnu T1eb5 B3NOMatoT, TO 3M0YMBbILLIIEHHUKM NONy4YaT AOCTYN TONbKO K O4HOMY MECTY, a He BO BCe
cpaasy.

OneKTpOoHHbIe AeHbIN

SﬂeKTpOHHbIe AOEeHbIN - 3TO O4YEeHb WJ,O6HI::IIZ crnoco® nnarexen, ogHaKo CyLLEeCTBYHOT MOLUEHHUKMN,



KOTOpPbIE XOTAT NONYYUTb 3TN AEHbIN.

SﬂeKTpOHHbIe OEHbI'M NoABUITNCb coBCEM HeaaBHO U MUMEHHO M13-3a 3TON0 BO MHOIMX rocygapcrBax
00 CUX Nop He NMpornncaHo Npo HMUX B 3aKOHax.

B Poccumn xe oHu (byHKLI,VIOHVIpy}OT M O HUX YyXKe MponncaHO B 3aKOHe, rae Mx pasgendrT Ha
HECKONbKO BWOOB - aHOHWMHbIE U HE aHOHUMHbLIE. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
pas3pewlaeTca nposoouTb onepaunn be3 Mﬂ,eHTM(bI/IKaLI,VIM nonb3oBaTtenda, a B HeaHOHUMMHbIX
Vlﬂ,eHTVI(*)MKaLWIFl nornb3oBaTtens sBnseTcs 06sa3aTenbLHOMN.

Takxke cnenyet pasnunyaTtb 3MNEKTPOHHbIE d_)I/IaTHbIe OeHbrn (paBHbI rocynapcCTtBeHHbIM Ba.l'II'OTaM) n
ONEKTPOHHbIE He(*)VIaTHbIe AeHbrn (He paBHbl rocyaapCTBEHHbLIM BaJ'IPOTaM).

OcHoBHble coBeTbl No 6e3onacHoOn paGOTe C ANEKTPOHHbIMU OEHbramMmu:

1. MpuBsxM K cHeTy MOOBUNbHBIN TenedoH. OTO cambll YAOOHbLIN U BbICTPLIA CNOCOO BOCCTAHOBUTL
[octyn Kk cyeTy. MNpuBsisaHHbIN TenedoH NOMOoXeT, ecnu 3abyaeLlb CBON NNaTeXHbIA Naponb Unn 3angeLlb
Ha CalT C HE3HaKOMOrO YCTPOWCTBA;

2. Vicnonb3yn ogHopasoBble naponu. MNMocne nepexoda Ha ycuneHHyo aBTopusauuio Tebe yxe He
OyaeT yrpoxaTtb ONacHOCTb KpaXKu Uinn nepexeaTta NnaTeXXHoro napons;

3. Bbibepu cnoxHbein naponb. [pecTynHukam Oyoer He MNpOCTO yragaTb CrOXHbIA Naponb.
HapexHble naponu - 3To naponu, KoTopble cogepXaTt He MeHee 8 3HaKoB U BKMYaloT B cebs CTPOYHbIE U
nponucHele BykBbl, LM PLI U HECKOMBbKO CUMBOSOB, TakMe Kak 3Hak gonnapa, qyHTta, BocknMuaTenbHbIv
3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NMYHbIE faHHbIE HA caTaX, KOTOPbIM HE AOBEpPSELLb.
SﬂeKTpOHHaﬂ no4yTta

OneKTpoHHasi NoYTa - 3TO TEXHOMOMMUS 1 NPeaOoCTaBMsEMbIE €10 YCMYrv N0 NePEChIIKe U MNONYYEHNIO
3MEKTPOHHbIX COOBLLEHUA, KOTOpble pacnpeaenstoTcsd B KOMMbIOTEPHOM ceTu. OObIMHO SMEKTPOHHbIN
MOYTOBbIA ALWMK BbIMAAUT cnegyrowmnm obpasoMm: MMsi_nonb3oBaTenda@uma_AoMeHa. Takke Kpome
nepeaady NpoCcToro TeKCTa, MMEETCs BO3MOXHOCTb NepefaBatb (pannbl.

OcHoBHble coBeTbl No 6e3onacHor paboTe C SNEKTPOHHOM MNOYTOMN:

1. Hapo BbibpaTh NpaBuIibHbIA NOYTOBbLIV CEPBUC. B MHTEpHETE eCTb OrpOMHLIN BbIGOp 6ecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO Ny4Lle JOBEPATHL TEM, KOTO 3HAELLb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBah B JIMYHOM MOYTE JMYHYKD MHGopmaumio. Hanpumep, nydwe BbiGpaTb
"My3blkanbHbli_aHat@" nnu "pok2013" BmecTto "temal3";

3. Wcnonb3yn gByxaTanHylo aBTOpM3auMio. OTO Korga MOMMMO Naponsl HYXXHO BBOAWUTbL Kop,
npucbinaembin no SMS;

4. Bbibepn CnoxHbli naponb. [Onsi Kaxgoro novToBOro SLMKA OOIMKEH ObITb CBOW HaOEXHbIN,
YCTONYMBBLIN K B3NIOMY Maporib;

5. Ecnun ecTb BO3MOXHOCTb HanmMcatb CaMOMY CBOW NMYHbIA BONPOC, UCNOSIb3yN 3TY BO3MOXHOCTb;

6. Mcnonb3yn HECKONbKO MOYTOBbLIX AWMKOB. [lepBbI ANA YacTHOW Nepennckn ¢ agpecaTtamu,
KOTOpbIM Tbl JOBEPSELLb. DTO MEKTPOHHBIN aApec He HAJ0 NCMONb30BaTh NpPU perncTpaummn Ha popymax
M canTax;

7. He oTkpbiBai dpannbl n apyrue BNOXeHUA B MUCbMax, Aaxe ecrnv OHW NPULLNKU OT TBOUX ApY3en.
Jlyywe yTo4HM y HKX, OTNPaBNSany v oHn Tebe aTn dannbl;

8. NMocne okoH4YaHWsA paboTkl HAa MOYTOBOM CEPBUCE Nepes 3aKkpbiTUEM BKNaLKU C CanToM He 3abyab
HaXkaTtb Ha "Bbinti".

Kn6epOynnuHr unv BupTyanbHoe u3geBaTenbcTBO

KnGepOynnuHr - npecrieqoBaHne COOOLLEHUAMW, COAepXKaluMMU OCKOPOGIEHNUs, arpeccuio,



3anyrveBaHue; XyrnnraHcTBO; colmnanbHOe GOMKOTUPOBaHME C MOMOLLbIO PasnYHbIX MHTEPHET-CEPBUCOB.
OcHoBHEIe coBeTbl N0 60pbOe ¢ KNOEPOYIUHIOM:

1. He 6pocarics B 601. Jlydwimnin cnocob: nocoBeToBaThCs Kak cebst BECTU U, €CNN HET TOro, K KOMY
MOXHO 00paTuTbCsi, TO BHadarne ycnokoutbcs. Ecnn Tbl HayHelwb oOTBeYaTb OCKOPONeHWsMuM Ha
OCKOpOMeHMs, TO TOMbKO eLle BonbLue pasoXKeLlb KOHQITMKT;

2. YnpaBnsu cBoen kubeppenyTtaumen;

3. AHOHMMHOCTb B CETU MHUMas. CyLIJ,eCTByPOT Cnocobbl BbISICHUTb, KTO CTOUT 3a aHOHUMHbIM
aKKayHTOM;

4. He cTouT BecTu XynuraHckuii obpas BUpPTyanbHOM Xu3HW. UHTepHeT dumKkcupyeT Bce TBOU
OENCTBMSA U COXPaHAET UX. YAanuTb nx 6yaeT kpanHe 3aTpyaHUTENbHO;

5. Cobnitogai cBoto BUPTyarnbHYHO YeCTb CMOSIOAY;

6. WrHopupyh eguHuuHbIl HeratvB. OpHOpas3oBble OCKOpPOWUTENbHbIE COOOLLEHMSA  nyulle
urHopupoBatb. OBbIYHO arpeccus nNpekpaLlaeTcs Ha HavyanbHoOW CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLLEHNSIMU, B COLMANbHbBIX CETSX €CTb
BO3MOXHOCTb OTOKMPOBKM OTMNPaBKMN COOBLLIEHNI C OnpeaeneHHbIX aapecos;

8. Ecnu Tbl cBugeTenb kmbepbynnuHra. TBouM AeWCTBUS: BbICTYNUTbL MPOTMB MpecrnegoBaTend,
nokasaTb €My, 4YTO €ro AeWCTBUSA OLEHMBAalOTCH HeraTMBHO, MogAepXaTb XepTBY, KOTOPOW HyXHa
ncuxonormyeckas NoMoLLb, COOBLW T B3POCbIM O hakTe arpeCCUBHOMO NOBEAEHNS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTgOHbI U NnaHWeTbl cogepxaT B cebe BrnomHe B3pocCnbii OyHKUMOHAnN, 1
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTalMOHapHbIMK KoMMbloTepamu. OgHako, cpeacTs 3alimTbl Ans
Nogo6HbIX YCTPONCTB NOKa OYeHb Mano. TecTMpoBaHMe 1 MOUCK YA3BMMOCTEN B HUX NMPOUCXOOMUT HEe Tak
MHTEeHCUBHO, kak ang lNK, To xxe camoe kacaeTcs U MOBUMbHBIX NPUNOXKEHWUNA.

CoBpeMeHHble MOOUNbHbIE Gpay3epbl yXKe NpakTUYecKU AOrHanu HacTofbHbIE aHanoru, oaHako
pacwmpeHne dyHKUMOHana BrneyeT 3a cobon 60nbLIyH0 CHOKHOCTb M MEHbLLYH 3aLLULLEHHOCTb.

[aneko He BCe NPOM3BOAUTENWN BbIMyCKalOT OOHOBNEHUS, 3aKpbIBaOLLME KPUTUYECKUE YSI3BMMOCTM
05151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl 4151 6e3onacHoOCTM MOBUbHOro TenedoHa:

Huyero He aBnsieTca no-HacTodaweMy 6ecnnatHeiM. Bygb ocTopoxeH, Beab korga tebe npegnaratot
6ecnnaTHbIf KOHTEHT, B HEM MOTYT ObiTb CKPbITbl Kaknue-To NnaTHbIe YCRyriu;

Oyman, npexge yem otnpasutb SMS, doto mnu Buageo. Tl TOYHO 3Haelb, rge oHu 6yayT B
KOHEYHOM uTore?

HeobxogmMmo o6HOBMSATL ONepaLMoHHY0 CUCTEMY TBOEIO CMapTdOHa;
Vicnonb3yn aHTMBUPYCHbIE NPOrpaMmbl A5 MOBUNBbHBIX TENegOHOB;

He 3arpyxaii npunoXeHus 0T HEM3BECTHOIO UCTOYHUKA, BEAb OHU MOTYT COAEpPXaTb BPEAOHOCHOE
nporpaMmHoe obecneyeHue;

[Mocne Toro kak Tbl BbldelWb C cailTa, rae BBOAWMN JIMYHYI0O WHOpMaUUo, 3ainan B HaCTPOMKK
Opay3epa u yganu cookies;

rlepVIO,EI,VILIeCKVI HpOBepﬂVI, Kakune nrnatHble yCIyrn aktTuBmpoBaHbl HA TBOEM HOMEPE;
[asawn cBomn HOMEpP MOOWNBLHOrO TeJ'Ie(*)OHa TOJbKO NK0AAM, KOTOPbIX Thbl 3HAELb 1 KOMY OBEpPAELUb;

Bluetooth gormxeH GbITb BbIKIIOYEH, Koraa Tel UM He nonbayellbesi. He 3abbiBali nHorga npoBepsThb
3To.



Online urpbl

CoBpeMeHHble OHMalH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBaloLlne pasBredyeHus, obbeauHsoLLne
COTHU TbICSY YernoBeK Mo BceMy MUpY. Mrpoku nccrneaytoT AaHHbIA UM MUp, obLialTca Apyr ¢ Apyrom,
BbINOMHAT 33faHus, CPaXalTCcA C MOHCTpaMu W Mony4yaloT onbiT. 3a YAO0BOMbLCTBME OHWU NNaTaT:
noKynaroT AMCK, onnavnBaloT aGoHEMEHT U NprobpeTaloT Kakue-To onuum.

Bce aTu cpefctBa vayT Ha nogAepaHve M pasBUTME MIpbl, a Takke Ha camy GesonacHoCTb:
COBEPLUEHCTBYIOTCH CUCTEMbI aBTOPU3aLWW, BbIMYCKAOTCA HOBble MaTyu (UMdpoBble 3annatku ans
nporpaMm), 3aKpbIBarTCS YS3BUMOCTU CEPBEPOB.

B noaobHbIx nrpax CTomT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napors4,
Ha KOTOPOM OCHOBaHa cuctemMa aBTopusaunn OonbLINHCTBA nrp.

OcHoBHELIe coBeTbl N0 6e30MacHOCTU TBOEMO MIrPOBOIo akKkayHTa:

1. Ecnu apyroi urpok BeeT cebs nnoxo unm cosgaeT Tebe HenpuaTHOCTM, 3a6roKVpYIi ero B CNucke
UrPOKOB;

2. I'Io>|<anyl71c;| aAMUHUCTpaATopaM WUrpbl Ha nNNoOxXoe noBedeHune 3TOro WUrpoka, XenarteflbHO
NPUNOXUTb Kakne-To AoKa3aTesibCTBa B BMOE CKPUHOB;

3. He ykasbiBan nu4yHyo MHdopmaumio B npodanne nrpsbl;
4. YBaxan Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuean HeouumanbeHble NaTtyn n moapl;

6. Micnonb3yn CrioxHble 1 pasHble Napony;

7. Naxe BO BpeMsi Urpbl HE CTOUT OTKMIOYaTb aHTUBMPYC. [Moka Tbl UrpaeLlb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

DULINHI UNU KpaXa NTNYHbIX AaHHbIX

O6bIYHON KpaXken AeHer U AOKYMEHTOB CErOAHS YK€ HUKOrO HE YAUBMLLb, HO C Pa3BUTUEM MHTEPHET-
TEXHOMNOMNA 3MTOYMbILUNIEHHUKA NEPEMECTUNINCL B MHTEPHET, U MPOAOSKAT 3aHUMaTbca "niobumbiM"
Oenom.

Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLLUEHHUYeCTBa UK (PULIKUHTL, TMaBHas LEenb KOTOPOro
COCTOUT B NONYyYEHUN KOHOMAEHUMANBbHbIX AaHHbLIX MOfIb30BaTENEN - FIOrTMHOB M Naponen. Ha aHrnunckom
s3blke phishing untaetcs kak douwmHr (ot fishing - ppibHas noens, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nopo3peBaellb, YTO TBOsi aHKeTa Obina B3riomaHa, To
HeobxoanMo 3abnokmpoBaTh ee U COOBLLMTL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yi 6e3onacHble BeG-caiTbl, B TOM YWCIE, MHTEPHET-MarasnHoOB U MOUCKOBbLIX CUCTEM;

3. Wcnonb3yh crnioxHble K pasHble naponu. Takum obpasom, ecnu TebA B3anomawT, TO
3I10YMBbILLSIEHHMKM NOMyYaT AOCTYN TONbKO K O4HOMY TBOEMY MPOMUIIo B CETH, a HE KO BCEM;

4. Ecnn Te6s B3noManu, TO HeobGXoAMMO nNpeaynpeauTb BCEX CBOMX 3HaAKOMbIX, KOTopble
nobaeneHbl y Tebs B Apy3bsix, O TOM, 4YTO TebA B3nOManu u, BO3MOXHO, OT TBOEro MMeHu Oyger
paccbinaTbCs cnam U CCbINKM Ha OULLIMHIOBbLIE CalThl,

5. YcTtaHoBu HagexHbin napone (PIN) Ha MobunbHbIN TenedoH;
6. OTKNIOYM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBai hainbl 1 apyrue BNOXEHUA B MUCbMax, Aaxe ecrnv OHW NPULLNKU OT TBOUX ApY3emn.
Jlyywe yTo4HM y HKX, OTNPaBNSann v oHn Tebe aTn dannbl.

LUndpoBan penyTauus



LncdpoBas penytauuss - 310 HeratMBHas WU MNO3MTMBHas MHdopMauuss B cetu o Tebe.
KomnpomeTupytoLas MHpopMauus, pasmeLLeHHas B UHTEPHETE, MOXET Cepbe3HbIM 06pa3om 0TpasuTbeA
Ha TBOen peanbHOM >Xu3HW. "LindpoBas penyTtaumsa" - 3T0 TBOW UMWUOXK, KOTOPbIN bopmupyetca us
nHdopmaumm o Tebe B MHTEPHETE.

TBoe MecTO XuTenbcTBa, y4ebbl, TBOe (pMHAHCOBOE MONoXeHue, OcobeHHOCTU XapakTepa U
paccka3sbl 0 6NU3KUX - BCe 3TO HakannmneaeTcs B CeTU.

MHorne nogpoCTkN NErKOMbICIIEHHO OTHOCATCA K NyGnvkauum nuyHor nHgopmaumm B MIHTepHeTe,
He MOHMMasi BO3MOXHbIX MOCNEACTBUNA. Tbl AaXe He CMOXelb goragatbCcd O TOM, YTO dhoTorpadums,
pa3MeLleHHas 5 neT Hasag, cTana NPUYNHONM oTkasa NpuUHATL Tebs Ha paboTy.

KommeHTapum, pasmMelleHne TBoUX dpoTorpacpuii U apyrne OeiCTBUS MOTYT He UCHE3HYTb Aaxe
nocre TOro, Kak Tbl VX yaanub. Tbl HE 3HaELb, KTO COXpaHUN 3Ty MHdOpMaLuio, nonana N oHa B
MOWCKOBbLIE CUCTEMbI M COXpaHWNachb N OHa, a [MaBHoe: YTO MoaymaloT o Tebe okpyxarolwue nioaw,
KOTOpble HaWayT U yBUAST 3To. HaikTy nHdopmMaLuio MHOMo NeT CrycTsi CMOXeT NoGoi - Kak 13 [o6pbIX
NoBYXXOEeHWI, Tak ¥ C HAMEPEHUEM NPULUHUTL Bpes,. ATO MOXET ObITb KTO YrogHO.

OcCHOBHble COBETbI MO 3aLUMTE LIMGPOBON penyTauum:

1. Moaymaii, Npexae Yem 4YTO-TO Ny6nMKoBaTh M NepedasaTb y cebsa B Griore Unu B coumanbHOM
cetu;

2. B Hactponkax npoduna yCTaHOBM OFpaHUYEeHWss Ha MpPOCMOTP TBOero npodunsg u ero
COAEPXMMOro, caenan ero Tonbko "anga apysen”;

3. He pasmelyan n He ykasbiBa MIHOPMALMIO, KOTOPasi MOXeT KOro-nmbo ockopbnsTe nnu oomxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LIKOMbHUKK - akTUBHbIE MOSib3oBaTeny umMdgpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HatoT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTSIMM LIMGPOBOro Mypa TpebyeT cobntoaeHus npas
Ha UHTenneKkTyansHyl COGCTBEHHOCTb.

TepMuH "nHTEnnekTyanbHas COOCTBEHHOCTL" OTHOCUTCA K PasfMYHbIM TBOPEHMSIM YE€r0BEYECKOro
yMa, HaunHasi C HOBbIX M30OpETEHUN 1 3HAKOB, 0003HaYaoLLMX COOCTBEHHOCTb Ha NPOAYKTbI U YCNyru, 1
3aKkaH4yMBas kKHuramu, dotorpaduamm, KMHounbMamm U My3blkanbHbIMW NMPOU3BEEHMSIMN.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyl COOCTBEHHOCTb HAa MPOW3BEAEHUS HayKW,
nuTepatypbl M UCKycCTBa. ABTOpPCKME nNpaBa BbICTYNAlT B KayecTBE rapaHTMM TOro, YTO
WHTENNEKTyanbHbIA/TBOPYECKUA TPpyA aBTopa He OyaeTr HanpacHbiM, AdacT €eMmy CchnpaBenfunBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3yfibTatax CBOEro Tpyaa, Nomny4nTb M3BECTHOCTb M NpuU3HaHne. HukTo 6e3
paspelleHns aBTopa He MOXET BOCMPOM3BOAUTbL €ro MNPOU3BEAEHME, PacnpOCTPaHsATb, MyGrMYHO
OEMOHCTpUpOBaThb, MNpogaBaTb, WMMNOPTUPOBaTb, MyckaTb B MpoKaT, MyOGnUYHO  MCMOMHSATD,
nokasblBaTb/UCMOMHATL B 3admpe unu pasmewlats B MIHTepHeTe.

Vicnonb3oBaHue "nmnpaTtckoro” NporpaMmMHOro obecnevyeHnst MoXeT NPUBECTU K MHOTUM pUCKaM: OT
noTepu AaHHbIX K TBOMM akkayHTam A0 OroKMpOBKM TBOErO YCTPOMCTBA, rAe YCTaHOBMeHa HeneranbHas
nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYIOT NneranbHble 1 6ecnnaTHble NporpamMMbl, KOTOPbIE
MOXXHO HaWTW B CETW.

O nopTtane

CeTeBMYOK.pd - TBOM [MaBHbI COBETYMK B CETU. 34€Chb Thbl MOXELLb Y3HaTb 0 6€30MacHOCTU B CETH
MOHATHBIM U AOCTYMHbLIM S3bIKOM, & NMPY BO3HWKHOBEHWNM KPUTUYECKON CUTyaLmumM obpaTuUTbCsl 3a COBETOM.
A TaKke NPVHSATL yYacTue B KOHKypcax U cTaTb CaMbiM LMGPOBLIM rpaxkaaHnHoM!

MpunoxeHne N 3

NAMATKA Onsi POOQUTENEN OB MHO®OPMALMOHHOM BEE30NMACHOCTU OETEN



OnpeneneHne TepMuHa "MHMOpMaumMoHHas GesonacHocTb aeten" copepxutca B deaepanbHOM
3akoHe N 436-93 "O 3awute geten oT MHopMaL MK, NPUYMHSIIOLEN Bped UX 300pOBbI0 M pasBUTMIo”,
PEryNpYOLUM OTHOLLEHUS!, CBA3aHHbIE C 3aLUUTON AeTel OT MHopMauun, NPUYMHSIOLLEN Bpen WX
3[,0pOBbI0 U (MnK) pa3suTuio. CornacHo JaHHOMY 3aKOHY "MHMpopMaLMoHHas 6e3onacHoCcTb geTen” - aTo
COCTOSIHME 3aLLMLLLEHHOCTU, NMPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIA C NPUYNHEHNEM MHOPMaLMen
Bpena ux 30opoBbio U (MNK) prU3nM4ecKomy, NCUXNYECKOMY, AyXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-®3 nHbopmaumen, NpuinHaoLWen Bpes 300pOoBbo U (UNu)
pas3BUTUIO OeTel, ABNAeTCs:

1. HbopMaLms, 3anpeLleHHas AN pacnpocTpaHeHna cpeau aeTei;

2. MHbopmauus, pacnpocTpaHeHNe KOTOPO OrpaHMYEHOo cpeaun AeTen onpeaeneHHbIX BO3pacTHbIX
KaTeropumn.

3. K uHdopmauum, sanpeLLeHHon Ans pacnpocTpaHeHns cpeau aeTen, OTHOCUTCS:

4. vHdopmauus, nobyxaatowas AeTel K COBEPLUEHUO OENCTBUIA, MPeacTaBnsoLMNX Yrpo3y Mx
XKWU3HM U (UNN) 340POBbIO, B T.4. MPUYMHEHUIO Bpe4a CBOEMY 300POBbO, CamMOyOuINCTBY;

5. cnocoBHOCTb BbI3BaTL Y AETEW XenaHne ynotpebutb HapKoTUYECKUE CpeacTBa, NCUXOTPONHbIE 1
(unn) opypmanuBalolne BelwecTBa, TabayHble un3Oenusl, ankorofbHyld W CNUPTOCOAEPXaLLyo
NPOAYKLMIO, NMMBO N HAaMWUTKW, U3roTaBnNuMBaemble Ha €ro OCHOBE; MPUHATb yYacTue B a3apTHbIX Urpax,
3aHMMaTbCHA NPOCTUTYLMEN, BPOASIKHNYECTBOM UMK MNOMNPOLLANHNYECTBOM;

6. obocHOoBbIBalOLLas MNU onpaeablBatoLlast JONYCTUMOCTb Hacunusa u (Mnm) XecTokocTu nmbo
nobyxaaroLasn ocyLecTBNATb HACUMbCTBEHHbIE AENCTBUSI MO OTHOLLEHWIO K NIIOAAM M XXUBOTHbIM;

7. oTpyuaroLwas CeEMeNHbIE LLEHHOCTM N hopMUPYIOLLIasl HEYBaXKEHME K poauTensam u (Mnu) apyrmm
YneHam cemby;

8. onpaegabiBatoLLasi NPOTMBOMNPABHOE NOBEAEHWE;
9. cogepxawasn HeueH3ypHyo bpaHb;
10. cogepxawan nHpopmaumo nopHorpadmnyeckoro xapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOPOW OrpaHuMYeHO cpeau OEeTen onpenerieHHoro Bo3pacTta,
OTHOCUTCS:

1. nHpbopmauus, NnpeacTaBnsieMas B BUAE N300paKeHUS UM ONUCaHUs XKECTOKOCTU, hm3ndecKoro
N (Mn) NCMXMYECKOrO HACUNNS, NPECTYNNEHNS UM MHOTO aHTUOBLLIECTBEHHOTO AENCTBUS;

2. Bbi3blBaloLLas y AeTen cTpax, yxKac Unv naHuky, B T.4. NpeacraBnsiemas B Buae n3odpaxeHus unm
onvcaHusi B YHWXKaloLLEN YenoBeYeckoe JOCTOMHCTBO hopMe HEHACUTbCTBEHHON CMepTU, 3aborneBaHus,
camoyOUIACTBA, HECYACTHOTO Crlyyasl, aBapun Unu katacTpoddbl U (UnK) UX NOCNEACTBUIA;

3. npeacraensgemas B Buge nsobpaxeHus nUnm onucaHms NoroBbIX OTHOLLEHUA MEXAY MY>XYMHOW U
KEHLLNHOW;

4. cogepxallas 6paHHbIe CNoBa U BbIPaXKEHWs!, HE OTHOCSLLMECS K HELIEH3YPHOW GpaHu.

C yuyeTom aToro Bam npeanaratotcs npaeuna paboTbl B ceTh VIHTEPHET ANs pasfyHbIX BO3PaCTHbIX
KaTeropwvi, cobnogeHne KoTopbix NO3BONUT 0GecneynTb HpOPMaLMOHHY0 6e30MacHOCTL BalMX OETEN.

O6wwme npaBuna gnsa pogurtenen

1. HesaBucumo oT Bo3pacta pebeHka ucrnonb3ynTe nporpammHoe obecrneyeHve, nomMoraruiee
GmnbTpOBaTh N KOHTPONMPOBATL UHPOPMaLIMIO, HO HE NoflaranTech NOSTHOCTLIO Ha Hero. Bawe BHMMaHme
K pebeHkKy - rmaBHbIN METO, 3aLLMIThI.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha O4HOM U3 couumanbHbiXx cepBucoB (Livedournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHUMATENbLHO U3y4nTE, KaKyto MHPOPMALMIO MOMELLAIOT €ro y4acTHUKM
B CBOMX Npodounsx u bnorax, Bkno4vasi potorpadumn n BUaeO.

3. lpoBepbTe, C KakuMy OpPYyrMMW CcaWTamMu CBSi3aH couuvanbHbii cepBuc Bawero pebeHka.



Ctpannykm Bawero pebeHka moryT ObiTb ©e3omacHbiMW, HO MOFYT UM cogepXaTb CCbUIKM Ha
HeXXernaTenbHble U onacHble canTbl (HanpMMep, NOPHOCANT, UM CalT, HAa KOTOPOM ApYT YNOMUHAET HOMep
coToBoro TenedgoHa Bawwero pebeHka nnv Baw gomaluHuin agpec)

4. MNoowpsrTe Bawunx aeten coobliate 060 BCEM CTPaHHOM UMW OTTaNKUBAKOLWEM U HE CIULLIKOM
OCTPO pearnpyvite, Korga OHM 3TO AenalT (M3-3a onaceHusi NoTepsaATb AOCTyn K WHTepHeTy Oetu He
rOBOPSIT POAUTENSAM O Npobrnemax, a Takke MOryT HayaTb UCMONb30oBaTb IHTEPHET BHE 4OMA W LLKONMbI).

5. ByapTe B Kypce ceTeBon xun3Hu Baluero pebeHka. ViHTepecyiiTech, KTo Ux Apy3bs B IHTEpHET Tak
Xe, KaK MHTepecyeTeChb pearnbHbIMU APY3bsSMU.

BospacTt ot 7 go 8 net

B VHTepHeTe peGeHok cTapaeTcs NOCETUTL Te I UHbIE CalTbl, @ BO3MOXHO W YaTbl, paspeLleHve
Ha NocelLLeH1e KOTOPbIX OH He Nosy4un Gbl oT poauTenei. Moatomy poautensiM ocoGeHHO NonesaHsbl 6yayT
Te OTYETbl, KOTOpble NPEAOCTABNATCA NPorpaMMamMm Mo OrpaHUYeEHUIo UCMob3oBaHus MIHTepHeTa, T.e.
PoanTenbckuii KOHTPONb UK TO, YTO Bbl CMOXETE YBMAETH BO BpeEMEHHbIX dhainax. B pesynbrate, y
pebeHka He By[eT OLLyLLEHNS, YTO 32 HUM BeAeTCsl MOCTOSAHHbIA KOHTPOMb, O4HAaKo, poauTeny 6yayT no-
NpeXHeMy 3HaTb, Kakvue caiTbl nocellaet ux pebeHok. [letTn B aHHOM Bo3pacTe 06/1aaaloT CUSbHBIM
YYBCTBOM CEMbM, OHU JOBEPYMBBI U HE COMHEBAIOTCS B aBTopuTeTax. OHM NoBSAT Urpatb B CETEBbIE UMb
U nyTewwecTBoBaTb MO WHTEpHETY, MCNomnb3ys 3MeKTPOHHYK MOYTYy, 3axXoAWTb Ha CaWTbl U YaThbl, He
peKkoMeHA0BaHHblE POAUTENSMM.

CoBeTbl No 6e3onacHocTh B ceTn VIHTepHeT ana geten 7 - 8 net

1. CosgainTte CnNMCOK OMaLLHUX NpaBuIl NocelleHns VIHTepHeTa npu ydacTum geten u tpedynte ero
BbINOSTHEHUA.

2. TpebyiTte ot Bawero pebeHka cobniogeHnsa BPEMEHHbIX HOPM HAxXOXOEHUS 3a KOMMbIOTEPOM.
Mokaxxnte pebeHky, yTo Bbl HabnogaeTe 3a HAM He nNoTomy 4TO Bam 31O XoyeTtcd, a noTomy 4TO Bbl
Becnokoutechb 0 ero 6e30nacHOCTV 1 BCerfga rotoBbl eMy NOMOYb.

3. KomnbloTep c¢ nogkntodeHneM K WHTEpHETYy [OOIMKeH HaxoamTbcsl B OOLLE KoOMHaTe nog
NPUCMOTPOM poauTENEN.

4. Ncnonb3yinTe cneunanbHble 4eTCK1E MOMCKOBbLIE MALUUHBI.

5. Wcnonb3ynte cpencrtea ONoKMpoBaHWS HeXenaTenbHOro KOHTEHTa Kak [OMOSIHEHUE K
cTaHgapTHOMy PoguTenbckomy KOHTPOSH.

6. Cosganite CEMENHbIA 3MEKTPOHHbIN SALWMK, YTOObI HE NO3BONMUTL OETAM UMETb COOGCTBEHHbLIE
agpeca.

7. brnokvpyhWte pgoctyn K camtam C OecnnaTHbIMM  MOYTOBLIMU  SAWMKaMM C  MOMOLLbIO
COOTBETCTBYIOLLErO NPOrpaMMHOro obecneyeHus.

8. Mpuyunte petent cosetoBaTbcs ¢ Bamn nepen onybnvkoBaHneM kakon-nnbo wHdopmauum
cpencTBaMm SNEKTPOHHOW NOYThbI, YaTOB, PEMMCTPALMOHHBIX (POPM U Npounen.

9. Hayuute geten He 3arpyxaTb annbl, nporpamMbl Uy My3blky 6e3 Ballero cornacusi.
10. He paspeluanTe 4eTsaM UCMNomnb3oBaTh CIy0Obl MTHOBEHHOrO 06MeHa coobLLLEHMAMMN.

11. B "6enbin" cnncok canToB, pa3peLleHHbIX Ans NoceLleHnsi, BHOCUTE TONbKO CalTbl C XOPOLLEn
penyTaumen.

12. He 3abbiBarite 6ecepoBatb ¢ geteMu 06 nx Apy3bsix B VIHTepHeTe, kak ecnv Obl peyb wrna o
OPY3bsiX B pearnbHOM XXNU3HMW.

13. He pgenaiite "Taby" 13 BOMPOCOB MOMOBOW XW3HW, Tak Kak B WIHTepHeTe geTn MOryT ferko
HaTKHYTbCSA Ha NopHorpaduio nnu cantel "ans B3pocnbIX”.

14. Mpuyunte Bawero pebeHka coobliaTb Bam O MOOLIX yrpo3ax WM TpeBorax, CBsI3aHHbIX C
WHTepHeToM. OcTaBanTech CMOKOMHLIMM W HaMOMHUTE OEeTsM, YTO OHM B GEe30nacHoCTU, ecrv camu
pacckasanu Bam 0 CBOUX TpeBorax. [oxBanuTe 1x 1 NOCoBeTYyNTe NOAONTU eLle pa3 B NOA0GHbIX Criyyasix.



BospacT getent ot 9 go 12 net

B naHHoM BO3pacTe AeTu, KaK npaBuio, y>xe HaclblllaHbl O TOM, KaKad VIH(bOpMaLI,VIﬂ CyuieCTByeT B
MHTepHeTe. COBepLIJeHHO HOPpMarbHO, YTO OHU XOTAT 3TO yBUAETb, MPO4YEeCTb, YCblWaTb. I'IpM 9TOM HY>XHO
NMOMHUTb, YTO OOCTYN K HEXeNnaTelibHbIM MaTtepuarnam MOXHO J1erko 3a6J'IOKVIpOBaTb npw noMmoLun cpencrte
Poautenbckoro KOHTpONA.

CoBeTbl N0 6e3onacHocT Anga aeten ot 9 ao 12 net

1. Cozgaiite CNUCOK AOMaLUHMX NpaBun nocelleHns VIHTepHeT npu yyacTum geten n TpebyiTte ero
BbINOSTHEHUA.

2. Tpebyvite oT Bawero pebeHka cobnogeHnsi HOpM HaXOXAEHUSI 32 KOMMNBIOTEPOM.

3. Habniopante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, NMOKaX1Te emy, YTo Bbl 6ecnokomTech
0 ero 6e3onacHoOCTY 1 BCceraa rotoBbl Oka3aTb €My NMOMOLLb.

4. KomnbloTep C nogkniodeHMeM B MHTepHeT [ormkeH HaxoauTbcst B obLliel komMHaTte nop
NPUCMOTPOM poanUTENEN.

5. Wcnonbsynte cpenctea ONoKMpoOBaHWUS HeXenaTenbHOro KOHTEHTa Kak [OMOSIHEHUE K
cTaHgapTHoMy PoamntenbCKoOMy KOHTPONHO.

6. He 3abbiBainTe npMHUMaTb HEMOCPEACTBEHHOE y4acTMe B XU3HU pebeHka, beceqoBaTh C 4€TbMU
06 nx gpysbsx B MHTepHeTe.

7. HactauBante, 4TOObl O€TWM HUKOrAa He CcOrnawanucb Ha fWYHble BCTPEYM C ApY3bsMu MO
UHTepHeTy.

8. MNo3BonanTe geTsm 3axoauTb TOMbKO Ha canTbl U3 "Genoro” cnmncka, KOTopbI Co34anTe BMECTe C
HUMMU,

9. MNpuyunTte geTen HUKOraa He BbigaBaTb JIMYHYI0 MHCpOPMALMIO CpeCcTBaMM IfIEKTPOHHOW MOYTHI,
yaToB, CUCTEM MIHOBEHHOIO OOMEHa COOBLLEHNSIMU, PErMCTPALMOHHBIX OOPM, NMNYHBIX Npodunen n npu
perncTpaummn Ha KoHKypcbl B VIHTEpHETE.

10. MpuyunTe geten He 3arpyxaTb nporpammbl 6e3 Bawlero paspewennsi. OGbACHUTE UM, YTO OHU
MOFYT Cry4danHO 3arpy3vTb BUPYCbl MW APYroe HexenaTternbHoe nporpammHoe obecnedeHue.

11. Cosgante Balwwemy pebeHKy orpaHMYEHHYHO YYETHYIO 3annch Ansa paboTbl Ha KOMMbIOTEpPE.

12. Mpuyynte Bawero pebeHka coobuwatb Bam O fobbIX yrpo3ax UM TpeBorax, CBA3aHHbIX C
MHTepHeTOM. HanomHuTe AeTam, YTo OHM B 6€30MacHOCTM, ecrv caMu pacckasann BaM 0 CBOMX TpeBorax
N onaceHusXx.

13. Pacckaxute getsim o nopHorpadgpumu B IHTepHeTe.

14. HactamBanTe Ha ToM, 4YTOObI AeTM NPELOCTaBMASANN BaM AOCTYN K CBOEWN 3MEKTPOHHOW mnouTe,
4YTOObI Bbl YOEOAUNUCH, YTO OHM He OobLaloTCs C HE3HaKOMLIAMMW.

15. OGbscHMTE OEeTAM, 4YTO Henb3si MCMOoNb3oBaTb CETb AN XYNMraHCTBa, PacrpoCTpaHeHus
CNIETEH WNU Yrpos.

BospacT geten ot 13 no 17 ner

B aTOM BO3pacTe NoApOCTKMA aKTUBHO UCMONb3YHOT MOVCKOBbIE MaLLUWHBbI, MOSb3YHTCS 3NEKTPOHHON
MoYToNn, crnyx6amMm MrHOBEHHOrO o6MeHa COOGLLEHUSIMI, CKauMBalOT My3biky U dunbMbl. Manbynkam B
3TOM Bo3pacTe Gorblue Mo HpaBy cMeTaTb BCE OrpaHnYeHusl, OHU XaxayT rpyboro loMopa, a3apTHbIX UIp,
KapTUHOK "ansi B3pocnbix". [eBodku npearnoyntaoT oblaTtbca B YaTax, Npy 3TOM OHU ropasgo Gonee
YYBCTBUTENBHbI K CeKCyarbHbIM JoMoratenbcTBam B MIHTepHeTe.

3avacTtyto B JaHHOM BO3pacTe pPOAUTENSM yXKe BECbMa CITOXKHO KOHTPONMpOBaTh CBOUX AETEN, TaK
Kak 06 IHTEpHETE OHM yXXe 3HaIT 3HAYMTENBHO BOorbLIE CBOMX poauTENen. TeM He MeHee, He OTnyckanTe
aeten B "cBoboagHoe nnasaHue" no MHTepHeTy. CTapanTechk akTMBHO y4acTBOBaTh B 0bLLeHUn pebeHka B



MHTepHeTe.

BaxxHo no-npexHemy cTporo cobniogaTb npasBuna MHTepHeT-6e30MacHOCTM - cornalleHne Mexay
pooutenamMn u aeteMu. Kpome TOoro, HeoGXoAMMO KakK MOXHO uvalle npocMaTpuBaTb OTYETHl O
nesAtensHocTM aeteilt B UHTepHeTe. CreoyeT o6paTuTb BHMMaHue Ha Heob6XoOMMOCTb copepXaHus
poauTenbCKUX naponei (naponen agMUHUCTPaTOPOB) B CTPOrOM CekpeTe U obpaTuTb BHMMaHWe Ha
CTPOrocTb 3TUX Maponei.

CoBeTbl No 6e3onacHocTy B 3TOM Bo3pacTe oT 13 go 17 net

1. Cosgante CNMCOK OOMalUHMX Mpasun noceweHna WHTepHeTa npu y4acTuuM NOAPOCTKOB W
TpebyiiTe 6Ge3ycrnoBHOro ero BbinonHeHus. O6roBopuTe C pebGEeHKOM CMMCOK 3anpelleHHbIX CanToB
("4epHbI cnncok™), Yackl paboTbl B IHTEepHeTe, pykoBOACTBO MO 0OLWweHuno B MIHTepHeTe (B TOM 4uchne B
yartax).

2. KOMI'IbIOTep C nNogkno4eHnem K cetn MHTepHeT OOJKeH HaxoanTbCA B O6LLLeI7I KOMHaTe.

3. He 3abbiBanTe 6ecegoBaTh ¢ AeTbMu 06 X Opy3bsix B VIHTEpHETE, O TOM, YEM OHU 3aHATbI TaKUM
obpa3oM, ByaTo peyb MOeT O Opy3bsiX B peanbHOM Xu3HW. CnpalmnBante o niogsx, C KOTOpbIMU OETK
obLalTcst NOCPEeACTBOM CNYy06 MrHOBEHHOrO 06MeHa coolLeHnsiMK, YTobbl yoeauTbes, YTo 3TW Noau
UM 3HaKOMbI.

4. Vicnonb3ynte cpeacTBa OnokMpoBaHUS HeXenaTenbHOro KOHTEHTa Kak [JOMOSIHEHWE K
cTaHgapTHOMYy Pogutenbckomy KOHTPORHO.

5. Heobxogumo 3HaTb, kakMumMu 4atamu nonb3yoTcs Baww getwn. lNoowpsante ucnonb3oBaHve
MoOepupyeMbIX YaTOB U HacTamBawTe, YTobbl 4eTu He obLwanuncb B NPMBaTHOM peXMME.

6. HactamBawTte Ha TOM, YTOObI 4E€TW HUKOr4a HEe BCTPEYanuch JIMYHO C Apy3bsiMu U3 ceTu IHTepHeET.

7. MpuyynTe geten He BbigaBaTb CBOK JIMYHYK MHAOPMAaLMIO CpeacTBamMu SIIEKTPOHHOW MOYTHI,
4yaToB, CUCTEM MIHOBEHHOIO OOMEHa COOBLLEHNSIMU, PErMCTPALMOHHBIX OOPM, NIMYHBLIX NPpodUNen u npu
perncTpaummn Ha KoHKypcbl B VIHTEpHETE.

8. Mpuyunte pgeten He 3arpyxaTb nporpammbl 6e3 Bawwero paspewerns. OBbACHUTE UM, YTO OHU
MOTFYT CrydanHO 3arpy3vTb BUPYCbl MW APYroe HexenaTtesnbHoe nporpaMmmMHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobwaTb BaM O NOObLIX yrpo3ax WNu TpeBorax, CBsI3aHHbIX C
WHTepHeTOM. HanomHuTe AeTsiM, 4TO OHM B 6€30nacHOCTW, ECnK caMu pacckasanu Bam, O CBOUX yrpo3ax
unu Tpesorax. [NoxBanuTe nx 1 NOCOBETYNTE NOOAONTU eLLle pa3 B MNOAOOHbLIX Criyyasx.

10. PacckaxuTe getsim o nopHorpadumn B IHTepHeTe. NMoMormTe M 3awwmnTnTbea ot cnama. Hayuunte
MOAPOCTKOB He BblAaBaTb B WHTepHeTe CBOEro pearibHOro 3feKTPOHHOro agpeca, He OTBevaTb Ha
HexxenaTtesnbHble MMCbMa 1 UCMOMNb30BaTh CleuuarnbHble NOYTOBbIE (UNLTPbI.

11. MpuyunTe cebsa 3HAaKOMUTBCS C canTaMu, KOTOPbIE NMOCELL AT NOAPOCTKMN.

12. Hayunte getelt yBaxaTb OpYruX B MHTEpPHeTe. YbeanTech, YTO OHM 3HAKOT O TOM, YTO NpaBunia
XOpOLLEero NoBeAeH s AeCTBYIOT BE3e - Aaxe B BUPTyallbHOM MUpE.

13. Ob6bACHUTE OeTaM, YTO HM B KOEM Criyyae Hemnb3s ucnonb3oBatb CeTb AMNS XynuraHcTBa,
pacnpocTpaHeHUsl CMeTeH Unu yrpo3 ApyruM noasm.

14. ObcyauTte ¢ nogpocTkaMmum npobnembl CETEBbIX a3apTHbBIX UIP Y MX BO3MOXHbIN puck. HanomHute,
YTO AETM HE MOTYT UrpaTb B 3TV UrPbl COTMACHO 3aKOHY.

[MoCTOAHHO KOHTPONMpPYWTE Ucnonb3oBaHne VHTepHeTa Bawmm pebeHkom! 3To He HapylweHue ero
NINYHOrO NpPOCTpaHCTBa, a Mepa npenoCTOPOXHOCTM W MposiBfieHne Bawen poautenbcKon
OTBETCTBEHHOCTU 1 3a00THI.
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